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Bridge between operations (CTO) and management (CISO)
Context tool for the SOC
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SIRENA

SIRENA is a comprehensive platform for security management. SIRENA sits on top of any SIEM to simplify usage and extend capabilities,

making technical information understandable by adding semantic context that links technical elements with business relevance. The
SIRENA platform integrates customer data with insights gathered by cybersecurity platforms. Additionally, SIRENA has an advanced GRC
platform allowing you to track and mitigate all risks. SIRENA's goal is to seamlessly unite management and security operations to provide

your SOC with a more holistic view of the security of your company.

Dashboards provide real-time visibility by turning complex operational data into groups making it easier to respond quickly and support
decision-making.
- Enables users to quickly determine priorities by having a clear view of how and which security events affect critical business assets, enabling informed
decision-making.
Easily visualize all your assets alongside their threats and vulnerabilities.
- Which alerts and vulnerabilities are associated to different business processes and assets.
Export professional reports with a single click.

Semantic and business context: Sirena understands what the technical anomaly means and explains it in plain language adding direct business context
which results in faster decisions.
Example: IP x.x.x.x refers to a medical radiology device that is sending critical information in clear text password rather than encrypted — Possible patient
data leak

Example: Tell me all the assets and current threats related to the gasometers.

Complete GRC Platform that dynamically tracks and mitigates risks to ensure compliance goals are met.
Decide or follow how the risks found are being addressed in real time and who bears the responsibility.
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Compliance and management of Dynamic Security

Business information

SIRENA Platform

Risk Analysis
y Compliance / Risk

Regional Regulations

+ are exposed to 1
2 Self-inventory
. _ Th reats are interested in their
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~ Degradation v
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> Probability ! 3
Existing SCADA systems | Risk Alerts
v

Inventories in Excel (spreadsheet)

4
Risk Countermeasur
treatment es / PlayBooks
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Improvements in Operations

Semantic Security Solution: Faster and more effective incident response

WITHOUT semantic security = Total 7T WITH semantic security = Total 3T

Classification (Based on alert type) Automatic sorting (Business Based)

Automatic context investigation

|

Investigation

Calls

Infrastructure

: ) Conclusion and answer (Semiautomatic)
information

Historical

Reclassification Report to the CISO Risk plan adjustment (automated)

Record

* |IT staff and CyberSOC technicians need to know the
context of each incident.

Conclusion and answer o _ _
+ Everything included in the alert itself allows for a

faster and more efficient process.
Manual reports to the CISO

Difusidn restringida externa
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SIRENA

Operations and Management in a single platform

Continuous Safety Improvement Cycle

Business
assets
associated
with physical
assets

Alerts with
business
context and
associated
risks

Risk Update
and Risk
Treatment
Plan

It translates Alerts
into threats grouped by
associated to business
the business asset
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SIRENA enables the CISO to monitor
the Risk Treatment Plan in alignment
with the periodic review of the most
relevant alerts for the CTO, ensuring
both strategic oversight and
operational responsiveness.
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Dashboards

Asset statistics and alerts customized for each client

I0Cs

Indicators of

Compromise

Alerts associated with

ASSETS

- Top 10 devices with

more alarms

-Top risks

- Number of anomalies

by operation
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—> Metrics

Process
measurement by

profile
Alerts associated with

PROCESSES
- Alerts by type

-Top vulnerabilities
-General risk level

-Volume of alerts by risk

level

_>

Dashboard

Impact on

business

Alerts associated with

BUSINESS
- Alerts by Critical

Information System
-Risk level of each system

-Business alerts by zones,

labels and processes

SIRENA

The dashboard provides a comprehensive
view of alerts, risks, and anomalies, organized
by business asset, high-level services, or
directly by business wunit. This gives a
complete snapshot of the operating
environment, and each responsible
stakeholder can access a personalized
dashboard tailored to their scope.

Reports can be scheduled and automatically
sent to the relevant individuals, allowing them
to analyze the status of security, operational
performance, and the evolving trends of each
system.
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Dashboards

Asset statistics and alerts customized for each client

Incidentes by HealthCare Service involved
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Architecture
SIRENA Ecosystem
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Main features

Assisted and Proactive Security Improvement Plan (ISMS)
MANAGEMENT

*Master Security Plan
*Risk treatment

*Monitoring improvement actions gl RE NA

Seguridad seméntica

Business Intelligence Source for Incident Response

Regional Information Master Cyber

Regulation Security Security Plan: Industrial

GOVERNMENT/COMPLIANCE :

i Privacy Management NIS2, DORA

“ISA/IEC 62443 N Isr System IBAIb2243

'NISZ nization

«NIST/HIPAA S ﬂ“ IS)

HIPAA IS0 ﬁ«é ~
OPERATION 27001

*Early detection of IT/OT
environments

*Self-inventory

NIDS / SIEM IT/OT/ loT / loMT

Difusion restringida externa
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Architecture and ecosystem

Levels

CORPORATE SYSTEMS
(Engineering, business logistics) MPU, DATA Level 3&4
LOGGER, PILAR Sources of business information

LEVEL 3 Systems Management / Operation Apply Intelligence

§|RENA” Modeling for each Translate s technical

LEVEL 4

Supervisory

business device information into human

Site monitoring and detected language
LEVEL 2 local display
F Alert assistant according to the chosen model P
. . PHYSICAL Level 1 &2
LEVEL 1 Safety and protection Basic control
yandp PROBES IT/OT/IoMT Cybersecurity Probe
LEVEL 0 PHYSICAL SYSTEMS

SIRENA is able to associate each low-level asset with a business asset or service.

Difusidn restringida externa



SINGLAR

INnNovacion

Demo

Technical demonstration in the health
environment
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Security Operations

1 — Enriched Self-Inventory

In addition to the self-inventory of NIDS and SIEM probes, SIRENA incorporates business context powered by Machine Learning and Al. This enables the
automatic association of physical assets with business assets and their operational context, enhancing visibility and relevance across the organization.

Dashboard Inventory Vulnerabilities Alarms Business
Alarms Filte: 1D W 1M 1Y Ingreseunafecha

Last asset synchronization: 19/12/2025 17:11

Total assets Tagged assets Untagged assets Assets with business information Group tagged Assets Created rules Lost assets
5062 4344 718 3705 3870 155 428
85.82% of total 14.18% of total 7319% of total 76.45% of total
Assets grouped by tags =) Assets by tag group G Assets not tagged by tags group

Medical_OT_device CPD

@ medical IT ‘ BA - 20
@ HAV(WMANT) é |c 9

30
HAV(NoAS_MANT) ! c

20
—
@ HAV(WIMD) " |c . .
L
@ HAV(AS_ELECTROMEDICINA) , e 0, o g u
et SRR AR~ALLLAL AMOLA L — Lo
n7v 7w
Top 10 internet connections 5 Top 5 business assets with most alarms 3 Top 5 business assets with most vulnerabilities
Ip origin Origin zone Destinationip  Destination zone | Imagen Médica Digita... Imagen Médica Digita.
et 40mses ] Equipos de servidore... Equipos de servidore...
= 502338 ] Gasémetros y analiza... Imagen Médica Digita..
et 393520 | :
Equipos que ofrecen ... Gasometros y analiza.
et 183306 |
ot 61720 i Equipos que ofrecen ... ] Para equipos maqueta...
et 867 | 0 5,000 10,000 15,000 0 5,000 10,000 15,000
ret 28867
et 24191
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Security Operations

2 — Alerts categorized by business categories and easily understandable

Dashboards and reports are available at the click of a button, organized by business asset and their
criticality to the organization, providing fast and meaningful insights for decision-makers.

Inventory

et

Last alarm synchronization: 12/19/2025 16:50

Total alarms Tagged alarms
n221 121
100% of total

Alarm progress graph

Alarms by group tags

AR
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Vulnerabilities

Untagged alarms Created rules
0 2

0.00% of total

Alarms by IP source

IP origin Business Name

172.20.8.7

17218.24416 Equipment that provides AV network
services

10.228.70.36  Gasometers and various laboratory
analyzers for AV

172175176

17218.245108 MB Network Servers

Alarms grouped by rule

No tag assigned

Alarms

Filter:

Open alarms Closed alarms

21 0

100% of total 0.00% of total

abel _ Amount ||
161
36

29

26
23

Alarms by business

D W M 1Y

Enriched alarms
543

48.44% of total

SRenA

Business

Enter a date

Alarr

There is no dat:

audio_vide
camera
computer
controller
firewall

xi HMI

Origin Assets (1) Destination Assets (1)

Digital Medical Imaging and AV Pathology Scanners (Value: 8)

Digital Medical Imaging and Scanners Pathological Anatomy of AV Digital Medical Imaging and Scanners Pathological Anatomy of AV (Value: 8)

Yam

Business Software T
HORGARDYSS32 Imagen Médica Digitaly sscinsres Anatomia Patolsgica de AV (Value:8)
origin P Mac sort
102282064 4a9enagtasa
Responsibie name Responsible phone Responsible mail
David Rosellé Pérex 961976021 cod amavggraes
Source group tag Roles

ARNAU VILANOVA consumer - webserver 8 Dependencies map

Group name Asset type Assessment

Equipos [HW] Equipos informéticos (hardware) £l

Associated Risks

Select the threat associated with that alert, or create a new one if you wish

e

1R Threats

£14-Information Leaks

A8-Spreading Harmful Software

A11-Unauthorized sccess o
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Security Operations
3 - Impact on an enriched environment

Dashboard Inventory

U TCP flood 20/11/2512:04:47.413 8
Vv 10.228.80.64 (Value: 8)
Digital Medical Imaging and AV Pathology Scanners (Value: 8)
8

[ Multiple Access Denied 14/11/25 16:31:55.263

events v 10.228.80.91 (Value: 8)

[ HAV(AS IMD2)
[ ARNAU VILANOVA

Digital Medical Imaging and AV Pathology Scanners (Value: 8)

SIRENA

Vulnerabilit

Digital Medical Imaging and AV Pathology Scanners (Value: 8)

Digital Medical Imaging and Scanners Pathological Anatomy of AV Digital Medical Imaging and Scanners Pathological Anatomy of AV (Value: 8)

usiness Software

Assessment

Group name

Equipos

000

Tag
s o2 ]
u@gva.
=
o
o
o

Users can expand the details to view the assets involved, assess previously identified risks to determine if any
contributed to the alarm, review planned actions for those assets, and identify the responsible individuals. From
this view, it's also possible to generate a new entry in the Risk Treatment Plan, ensuring traceability and alignment

with governance processes.

Difusion restringida externa
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Navigation i= Assets management v
83 Dashboard . Assets
°
Secu rlty M a n ag e m ent = 1sMs 5 « Dependencies F|'-. Threat management v
. = Assets management > o et o
1 - Implementation of a Management System | & mestmansement >
« Evaluation + Threat assessment
simplementing SGCI is essential to s e 3
ensure the .contlnuous Improvement Of L Impact/Risk > rl-i Evaluation and treatments
cybersecurity. N InigactRek =

a Master Plan

.Wlth SIRENA, |t becomes i= Organizational structure >

« Risk treatment
« Accumulative impact

« Applicability statement

straightforward for support B oiomrnoss . Accumulated risk
consultants, CISOs, and CTOs to follow s Aevanniene o Boesvcnsin et
the standard step by step and ensure s . Projects

proper implementation across all = Mtrics , . Passed-on risk

phases of the PLAN-DO-CHECK-ACT
cycle, thanks to its integration with
N ozom i . Report Templates

Settings = PR s Own controls v
*The interface is tailored to meet the . . Employees
reqUirementS Of ISO 27001, NIS-I-, =» Account management " — « Own controls
HIPAA, IEC 62443, and is optimized for 2. User Management T resmmmenEEs . Threats
operational environments involving
SIEMs and cyber-physical system Metrics v
(CPS) protection. W Citicie > . Own controls group

« Definition of metrics

% Own controls > « Summary table
Organizational structure -

I Documentary profile « Procedures

I.I

.'!‘. Catalog Controls >

« Metrics Monitor

Q Settings >
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Security and Compliance Management

2 - Risk Analysis and Management

For standards and frameworks that require a risk analysis, this
module supports a structured approach aligned with the
qualitative methodology of MAGERIT, including:

* Asset identification

e Mapping dependencies between assets

* Valuing assets across multiple dimensions and categorizing
systems

» Joint selection of applicable threats for each asset
e Threat assessment
e Implementation of a Risk Treatment Plan

* Automated control recommendations based on compliance
requirements

e Ongoing monitoring and follow-up

Difusion restringida externa

3 - Implementation of regulatory frameworks
(NIST, HIPAA...), in short, security controls,
based on the REAL risk of the operating
environment

Risk treatment

Home > Threats evaluation > List

Change Frequency

[ © simplified view ][ & Import ] [ & Export ]
It will be modified in selected records

Confidentiality (C)

[SI-SDI1] Infrastructure Service 10 %0 0

[E.20] Software vulnerabilities ¢ & Frequent & None b4 High N None o None 62 None S

[E.23] Equipment maintenance/upgrade errors
(hardware) ¢ &

[E.24] System failure due to resource exhaustion ¢

[E- e
v AS_ELECTROMEDICINA- :\‘f‘mmed'cme of 0 0 0 %0 0

AV]
[A.11] Unauthorized access ¥ & Infrequent v None v None v None v High v None v

v [E-PC-LAB-OFF] AV laboratory equipment 0 0 20 0 0

[A.14] Interception of information (listening) ¥ & Frequent v None v None v High v None v None v

[E-CPD-OTR-  Firewall, AV bandwidth

& OFF] manager 9 £ i 2 g
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SIRENA

Security and Compliance Management

3 — Implementation of regulatory frameworks (such as NIS2, ENS, etc.) through security controls
based on the actual risk of the operating environment.
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Navigation

Dashboard

Assets management

Threats manager

Evaluation and treatments

Risk treatment

Applicability statement

Action Planner

Projects

Impact/Risk

Organizational structure

Risk treatment

ability statement List

Pending controls to define their applicability.

mp Protection measures
mp.com Protection of communications
mp.com.1 Secure perimeter @
mp.com.2 Protection of confidentiality @
mp.com.3 Integrity and authenticity pro... @
mp.com.4 Protection of integrity and au... @
mp.eq Equipment protection
mp.eq.1 Uncluttered workstation @
mp.eq.2 Workstation Lock @
mp.eq.3 Laptop Protection @
mp.eq.4 Other devices connected to the... @
mp.if Protection of facilities and infrastruct...
mp.if.1 Separate, access-controlled ar... @
mp.if.2 Identification of persons @

mp.if.3 Refurbishment of the premises @

Dimensions

PAINTED
C
1A
PAINTED

PAINTED
A
PAINTED
C

PAINTED
PAINTED
PAINTED

Applied
Applied
Applied

+[R2 or R3] +R4

+R1
n.a
+R1+R2

Applied

Applied
Applied

Applied

Applicability

Applied @
Pending
Applied @

Pending

Pending
Not applied @
Pending

Pending

Pending
Pending

Pending

Generate Reports J [ Import ] [ Download SOA (Excel) J [ Import SOA (Excel)

Associated Assets

Associated 1 assets
No associated assets
Associated 3 assets

No associated assets

No associated assets
No associated assets
No associated assets

No associated assets

No associated assets
No associated assets

No associated assets

Justification

Compensatory
Action

Maturity

Reinforcement
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SIRENA

Security and Compliance Management

4 - Traceability between assets — vulnerabilities — threats — alerts — treatment — controls

NIS2/ENS/ISO27001/ISA-IEC 62443

Navigation

83 Dashboard

i= Assets management
'l_‘. Threats manager

f@ Evaluation and treatments

¢ impact/Risk

Difusion restringida externa

Risk treatment
Applicability statement
Action Planner

Projects

Organizational structure

States legends

4 Controls applied 22, Transferred to third parties A\ Avoided ' Assumed 4 Previous Iteration Controls

Projects

Select a Project...

[E-PC-LAB-AV] AV |aboratory equipment
[SI-SD1] infrastructure Service

[SI-SD1] |nfrastructure Service

[SI-SDI] |nfrastructure Service

[E-AS_IMD2-AV] Digjtal Medical Imaging and AV
Pathological Anatomy Scanners

[E-AS_IMD2-AV] Digital Medical Imaging and AV
Pathological Anatomy Scanners
[COM-HAV-WMANT-AV] Wireless service for AV

maintenance companies

[COM-HAV-WMANT-AV] wireless service for AV

maintenance companies

[E-AS_ELECTROMEDICINA-AV] Electromedicine of AV

[A.14] |nterception of information
(listening)

[E.20] Software vulnerabilities

[E.23] Equipment maintenance/upgrade
errors (hardware)

[E.24] System failure due to resource

exhaustion
[A.11] Unauthorized access

[A.8] Dissemination of malicious
software

[E.23] Equipment maintenance/upgrade
errors (hardware)

[A.11] Unauthorized access

[A.11] Unauthorized access

Impacted Risk

9.6

82

3.1

2.8

2:1

2.0

Accepted risk level

()

Risks within acceptable risk

@ Risks over acceptable risk

Current
residual risk

9.6

8.2

34

2.8

2.1

2.0

Actions

0/1

0/1

0/1

0/1

0/1

0/1

071

071

Expected
residual risk

0.9

4.1

0.7

2.1

0.7

0.4

0.4

Treat the Risk

Treat the Risk
Treat the Risk
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Security Strategy

5 - Security Improvement Plan based on incidents detected in Operations (SOC)

Action plan

*Action plans linked to the resolution of OT incidents
«Security controls implemented to ensure regulatory compliance

. . . . PR Total tasks Pending tasks Tasks in progress Completed tasks
*Action plans associated with audit non-conformities = - ° :
23 Dashboard
i= Assets management > Responsible Task Type State
Select an option.. Select an option... Select an option.
@ Threats manager >

&

Evaluation and treatments

Action tracking _— —

« Applicability statement

§ Implement control: Maintenance and updat Arnau Valencia Security Department
Action Planner

°§x§l§%’ﬂ@g ¢ pRYfHcations are sent to those responsible for
*Actions can be closed directly from email. . ‘
«Consultants are notified of the actions taken by their clients. e

&

Organizational structure > Implement control: Secure perimeter (0.7) Javier Berzosa

Implement control: Security configuration. Jordi De Groot
Implement controls: Protection against denial, Jordi De Groot
Implement control: Security configuration.. Joan Bruno
Implement control: Protecting integrity... Joan Bruno
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Tasks after deadline
9

Projects

Select an option...

Preview Start Date

2025-12-11

2025-11-07

2025-11-07

2025-11-07

2025-11-10

2025-11-10

2025-07-03

2025-06-09

2025-08-12

2025.07-30

Previ

20251216

20251121

2025-11-21

20251121

2025-11-24

2025-11-24

2025-07-28

20250626

20250818

2025-08-12

1asks witnout
responsible party
1

Catalog

Select an option...

©add | ©oelete

End Date Expiration

Medium

rity

High priority tasks
3

state

Not started

Not started

Not started

Not started

Not started

Not started

Not started

Finished

Not started

Not started
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Dashboards

6 — Management and Compliance Dashboard with full traceability of operations and alerts.

Introduction to the standard - ISA/IEC 62443-3-3

Navigation The IEC 62443-3-3 defines detailed technical control system requirements (SRs) linked with the seven foundational requirements (FRs) described in IEC...
= See more
83 Dashboard
= IsMs >
Total assets Total threats Total risks Risk threshold Risks above threshold Risks in treatments Planned actions Actions executed
i= Assets management > 30 53 23 2 6 9 20 30
f@ Threat management >
@ Eval and > Asset Evaluation =B Assets with/without 5] Assets by type =B m: _ Degree of compliance 5]
threats = = 2.04%
£ Impact/Risk > ‘
[HW-SCADA1] SCADA
[HW-PCOP] Operator PC ;
Dependencies ma
© MasterPlan [SW-MONITOR] Monitor... P R =
[[Datos] - 6n Fa
i= Organizational structure > [SERV.ERP-SimGEST] Se...
[L-CH_TR] Change Railw. v
[P-STADLER] STADLER
L
& Document manager [S-TERM) Train manag...
[COM-RT1] Router Microt. Passev\gef Ttanspoﬂallon
o Audits [S-RAILWAY] Railway ma...  p—
@ [L] Installations @ [P] Personal
— y 0 2 4 6 8 10 @ Assets with threats @ [HW] Hardware
i= Metrics > @ Assets without threats @ [INF] Information
@ [SP] Services product
o [ See all @ [SW] Software @ [SIS] System
#% Own controls >
Report Templates
Threats by asset =8 Implementation of 5] Maturity status of controls =&
controls =
G. G-CONSULTING [L-TRAINS] Trains
COMPLIANCE [L-STL4] train a. 1 [2] Software process and...  EEEG—G———
[HW-PCOP)] Operator PC Applied
[S-ALUM)] Railway lighting. Not Applicable: 0 [3] Account
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Business model

Value for partners and end customers
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Service enrichment

Services for a partner

Integration

-Ability to offer an integrated service for compliance, management, and operations through technical services.

IT / OT Environment Incident Operation Service
- Incident response service enriched with business data.

- Better understanding of the incident and improved resolution time.

Security management and continuous improvement service
-Monthly service for generating automated reports by service, information system, and geographic location, including tailored
recommendations for improvement.

Our goal

-Facilitate the work of the integrator and enrich their customer service opportunities
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More information
Links

You can check out the webinar and a demo in the SIRENA
environment using the links below, or visit our website for more
information.

https://youtu.be/BYaXAs9asZQ https://en.nunsys.com/products/sirena/
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Thankyou!




