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Bridge between operations (CTO) and management (CISO)
Context tool for the SOC
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SIRENA is a comprehensive platform for security management. SIRENA sits on top of any SIEM to simplify usage and extend capabilities, 

making technical information understandable by adding semantic context that links technical elements with business relevance. The 

SIRENA platform integrates customer data with insights gathered by cybersecurity platforms. Additionally, SIRENA has an advanced GRC 

platform allowing you to track and mitigate all risks. SIRENA's goal is to seamlessly unite management and security operations to provide 

your SOC with a more holistic view of the security of your company.

 
SIRENA 

Dashboards provide real-time visibility by turning complex operational data into groups making it easier to respond quickly and support 
decision-making.

• Enables users to quickly determine priorities by having a clear view of how and which security events affect critical business assets, enabling informed 
decision-making.

• Easily visualize all your assets alongside their threats and vulnerabilities.
• Which alerts and vulnerabilities are associated to different business processes and assets.
• Export professional reports with a single click.

Semantic and business context: Sirena understands what the technical anomaly means and explains it in plain language adding direct business context 
which results in faster decisions.

• Example: IP x.x.x.x refers to a medical radiology device that is sending critical information in clear text password rather than encrypted → Possible patient 
data leak

• Example: Tell me all the assets and current threats related to the gasometers.

Complete GRC Platform that dynamically tracks and mitigates risks to ensure compliance goals are met.
• Decide or follow how the risks found are being addressed in real time and who bears the responsibility.
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Product description
Features
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Business information

 

Compliance and management of Dynamic Security

SIRENA Platform

Compliance / Risk   Operations 

Threats 
Assets

Value

Impact

Risk
Alerts 

Countermeasur
es / PlayBooks 

Risk 
treatment  

Degradation

Probability

1

2

3

4

are exposed to

are interested in their

cause certain

with a certain

Self-inventory 

Regional Regulations

Risk Analysis

ISMS - ISO 27001

NIST

ISA62443

Existing SCADA systems

Inventories in Excel (spreadsheet)
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Semantic Security Solution: Faster and more effective incident response

 

 

Improvements in Operations

Automatic sorting

Automatic context investigation

Conclusion and answer

Report to the CISO

Classification

Record

Context

Reclassification

Conclusion and answer

Investigation

Manual reports to the CISO

Calls

Historical

Infrastructure 
information

(Based on alert type)

WITHOUT semantic security = Total 7T WITH semantic security = Total 3T

(Business Based)

(Semiautomatic)

Risk plan adjustment (automated)

• IT staff and CyberSOC technicians need to know the 
context of each incident.

• Everything included in the alert itself allows for a 
faster and more efficient process.
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Continuous Safety Improvement Cycle

 

Operations and Management in a single platform

Business 
assets 

associated 
with physical 

assets

Alerts with 
business 

context and 
associated 

risks

Alerts 
grouped by 

business 
asset

It translates 
into threats 

associated to 
the business

Risk Update 
and Risk 

Treatment 
Plan

SIRENA enables the CISO to monitor 
the Risk Treatment Plan in alignment 
with the periodic review of the most 
relevant alerts for the CTO, ensuring 
both strategic oversight and 
operational responsiveness. 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Asset statistics and alerts customized for each client

 

 

Dashboards

IOCs

Indicators of 
Compromise 

Metrics

Process 
measurement  by 
profile 

Dashboard

Impact on 
business

Alerts associated with

ASSETS
Alerts associated with

PROCESSES
Alerts associated with

BUSINESS
- Top 10 devices with 

more alarms 
 
-Top risks 
 
- Number of anomalies 

by operation 

- Alerts by type
 
-Top vulnerabilities
 
-General risk level
 
-Volume of alerts by risk 

level

- Alerts by Critical 

Information System
 
-Risk level of each system
 
-Business alerts by zones, 

labels and processes

The dashboard provides a comprehensive 
view of alerts, risks, and anomalies, organized 
by business asset, high-level services, or 
directly by business unit. This gives a 
complete snapshot of the operating 
environment, and each responsible 
stakeholder can access a personalized 
dashboard tailored to their scope. 
 
Reports can be scheduled and automatically 
sent to the relevant individuals, allowing them 
to analyze the status of security, operational 
performance, and the evolving trends of each 
system. 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Asset statistics and alerts customized for each client

 

 

Dashboards
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Architecture
SIRENA Ecosystem
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Main features
Assisted and Proactive Security Improvement Plan (ISMS)

Business Intelligence Source for Incident Response

Privacy

Regional 
Regulation

Information 
Security 

Management 
System

Master 
Security Plan: 
NIS2, DORA

Cyber 
Industrial

ISA 62443

NIDS / SIEM IT/OT/ IoT / IoMT

MANAGEMENT 
•Master Security Plan 
•Risk treatment 
•Monitoring improvement actions 
 
 
 
 

GOVERNMENT/COMPLIANCE 
•ISO 27001
•ISA/IEC 62443
•NIS2
•NIST/HIPAA
 

OPERATION 
•Early detection of IT/OT 
environments 

•Self-inventory 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Levels

Architecture and ecosystem

SIRENA is able to associate each low-level asset with a business asset or service.

Systems Management / Operation

Site monitoring and 
local display

Basic control

Supervisory 

Safety and protectionLEVEL 1

LEVEL 2

LEVEL 3

LEVEL 0

LEVEL 4

PHYSICAL SYSTEMS

CORPORATE SYSTEMS 
(Engineering, business logistics)

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
Level 3 & 4

Alert assistant according to the chosen model

Sources of business information

Apply Intelligence

Modeling for each 
business  device 

detected

Translate s technical 
information into human 

language

Level 1 & 2
IT/OT/IoMT Cybersecurity Probe

Self-learning Detection in operations

MPU, DATA 
LOGGER, PILAR

PHYSICAL 
PROBES
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Demo 

Technical demonstration in the health 
environment

03 



Difusión restringida externa

In addition to the self-inventory of NIDS and SIEM probes, SIRENA incorporates business context powered by Machine Learning and AI. This enables the 
automatic association of physical assets with business assets and their operational context, enhancing visibility and relevance across the organization.
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1 – Enriched Self-Inventory

Security Operations
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Dashboards and reports are available at the click of a button, organized by business asset and their 
criticality to the organization, providing fast and meaningful insights for decision-makers.
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2 – Alerts categorized by business categories and easily understandable

Security Operations
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3 - Impact on an enriched environment

 

 

Security Operations

Users can expand the details to view the assets involved, assess previously identified risks to determine if any 
contributed to the alarm, review planned actions for those assets, and identify the responsible individuals. From 
this view, it's also possible to generate a new entry in the Risk Treatment Plan, ensuring traceability and alignment 
with governance processes. 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•Implementing SGCI is essential to 
ensure the continuous improvement of 
cybersecurity.

•With SIRENA, it becomes 
straightforward for support 
consultants, CISOs, and CTOs to follow 
the standard step by step and ensure 
proper implementation across all 
phases of the PLAN-DO-CHECK-ACT 
cycle, thanks to its integration with 
Nozomi.

•The interface is tailored to meet the 
requirements of ISO 27001, NIST, 
HIPAA, IEC 62443, and is optimized for 
operational environments involving 
SIEMs and cyber-physical system 
(CPS) protection.
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1 - Implementation of a Management System

Security Management



Difusión restringida externa

For standards and frameworks that require a risk analysis, this 
module supports a structured approach aligned with the 
qualitative methodology of MAGERIT, including:

• Asset identification

• Mapping dependencies between assets

• Valuing assets across multiple dimensions and categorizing 
systems

• Joint selection of applicable threats for each asset

• Threat assessment

• Implementation of a Risk Treatment Plan

• Automated control recommendations based on compliance 
requirements

• Ongoing monitoring and follow-up
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2 - Risk Analysis and Management

Security and Compliance Management
3 - Implementation of regulatory frameworks 
(NIST, HIPAA...), in short, security controls, 
based on the REAL risk of the operating 
environment
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3 – Implementation of regulatory frameworks (such as NIS2, ENS, etc.) through security controls 
based on the actual risk of the operating environment.

Security and Compliance Management
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Security and Compliance Management
4 - Traceability between assets – vulnerabilities – threats – alerts – treatment – controls 
NIS2/ENS/ISO27001/ISA-IEC 62443
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5 - Security Improvement Plan based on incidents detected in Operations (SOC)

Security Strategy

Action plan
•Action plans linked to the resolution of OT incidents
•Security controls implemented to ensure regulatory compliance
•Action plans associated with audit non-conformities

Action tracking
•Automatic notifications are sent to those responsible for assigned actions.
•Actions can be closed directly from email.
•Consultants are notified of the actions taken by their clients.
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6 – Management and Compliance Dashboard with full traceability of operations and alerts.

 

Dashboards
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Business model
Value for partners and end customers
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Services for a partner 

 

Service enrichment

-Ability to offer an integrated service for compliance, management, and operations through technical services. 

- Incident response service enriched with business data. 

- Better understanding of the incident and improved resolution time. 

-Monthly service for generating automated reports by service, information system, and geographic location, including tailored 
recommendations for improvement. 

-Facilitate the work of the integrator and enrich their customer service opportunities

Integration  

IT / OT Environment Incident Operation Service

Security management and continuous improvement service

Our goal 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Links
More information

You can check out the webinar and a demo in the SIRENA 
environment using the links below, or visit our website for more 
information.

https://youtu.be/BYaXAs9asZQ https://en.nunsys.com/products/sirena/
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Thank you!


